COoOMNTECH

Response to Task Order Request for Quetation (TORFQ)
#RFQ-RT-17-00057 for

Research Triangle Park (RTP) Information Technology
Support Services

Volume : Technical Capability

Copy 2 06
October 30, 2017

Submitted by:

Comtech. LL.C

ESUH Robert Fulton Drive. Suite 360
Reston. Virginia 201 9]

Tel 203-291-03569

Fax 703-291-0825

www, comtechlic.com



Euvironmental Protection Agene CD !-n TE C H

VORFQ =REG-R E-TT-00057 for R P information Fechmigy Sapport Nenices ks

Tab A: Tabie of Contents

TAB A: TABLE OF CONTENTS ..o e ]
TAB B: GLOSSARY OF ABBREVIATIONS AND ACRONYMS e, 111
TAB C: LIST OF TABLE AND DRAWINGS AND/OR CROSS REFERENCE MATRIX
...................................................................................................................................................... Vi
TAB D: ELEMENT I TECHNICAL CAPABILITY oo I
L. TAB DI - SUB-ELEMENT 1: TECHNICAL APPROACH e ]
I APPLICATION ADMINISTRATON ANDWURSUPPORT i

®)@)

2. TAB D2 =SUB-ELEMENT 2: CORPORATE FXPE RIENCE v reeeeeneen 38
2 REFERENCE 1D GSA DG INTEGRA LD ENGINEFRING AND S PPORYT SERVICES (T1ES5) 38
22 REFERENCE 2: GSA PRS FLRCTRONC DOCT AN T M ANAGEVENT SYSTENCEDINISY

g - -
PLATFORM SUBBORE oo e 9
Eseor diivlongre of dete ot Hits pane 16 xufuoct o tise restrictions on e cov r Mt o fhus proposad fage



Eoviconmeniad Protevtion Aenc

Ld — H
TORFQ #REQ-RE-17-00057 for RIP Intusaiong Lechnologs Support Servives CD‘ n T:C

i

2.3 REFERENCE 3: GSA RS REGION 2 Appi1ca 110N Divige SPVIENT, OPERA TTONAL
SUPPORT. AND ANCILL ARY BERVICES TASK ORDUR 42
3. TABD3 - SUB-ELEMENT 3: QUALITY ASSURANCE ORI |
3.1 SYNIEMS AND METHODS FOR MEASURING. COlLEeT) NG AUANTIYING, TRACKING AND
REPORTING PERFORNMANCT DI PNt e ettt s oo e 48
32 PEREORMANCE INCENTIVE S WO INSINCENTINES i 53
1. TAB D4 - SUB-ELEMENT 4: STAFFING APPROACH ., PR ceviEs e Y
4.1 PROPOSED KEY PERSONNY s et S e SR G e e o 155 S5 o
4.1 MOSUIIGN 1t st o ]
1.2 letters o,fh:hm 1)
LA3 Specialized B nl
4.2 RECRELIMENT ottt oo 6l
4.3 ENBOARDING ottt iR
4.4 PRAINING ottt 04
4.5 RITENTION ot 64
5. TABDS - SUB-ELEMENT 3: TRANSITION ... T T e vy S e res — resnannenn (40
S PLANNING . ottt oo (§18)
5.2 IESSIHORING STRAT R o e e 60
Y2 Assurance of Minimiam Diseuption.. ... S T
8220 Nepy and Timetine for Transition ... ...~ H-
g2 Orderiv Vuterials wnd Dtorntion g Dramsfer oo HY
N2 Impacts. e R 14 S 8 1 2525 5 5 SRt e e e R
O POARKE ot o i
6. TAB D6 -SUB-LLV] IENT 6: PAST PERFORMANCE oo 72
6.1 BEFERENCH Dottt 72
6.2 REFERENCH 2. tsctnsettomssses o 73
6.3 REFPRINCE 3ottt 77
6.4 QUALTIY AWARDS OR Chp PHTE A TTOINS it tcnnconserars o114 s e s 565 s Si

f e or dtnctostee iif ittt o v FRAue S AN O b e FUSHERCHON amr e i sece o Titia i rJI,”u_\'“‘."I [’n‘_i,’( i



Losirenimenial Protection Agency CD" TCC' I
FORIQ #REFQ-RE-17-00057 for WP Information Fechniolozy Support Seriees ouni n

Tah B: Glossary of Abbreviations and Acronyms

Acronym Definition
A&A

Assessment & Authorization

AQ Authorization Ofliciad

APl Application Programming Interface

ATS Applicant Tracking Svstem

BCS Business Connectivity Services

BI Business Intelligence

BIM Building Information Model

BIS Building Inlormation Services

BPA Blanket Purchase Agreement

BPaas Business Process as a Service

CAD Computer Aided Design

CCB Change Control Beards

CDN Content Delivery Networks

CrO Chiel Exceutive Ofticers

CFML ColdFusion Markup Language

CLIN Contract Line liem Number

(GhY Configuration Management

CMMI Capability Maturity Model Integration

CMMS Computerized Maintenance Management
Svstem

NS Content Management Svsiem

ConOps Concept of Operations

Coor Continuity of Operutions

COR Contracting (fTicer’s Representative

P Contingencey Plans

CPU Critical Patch Updates

CRUD Create, Read. Update, Delete

DAMA Data Management Association International

DBA Database Administeator

EDMS Electronic Document Management System

EIT Ilectronic and Information Technology

EPaA Envicopmental Protection Agency

FISMA IFederal Information Security Management
At

GIs Geographic Information System

IR [Human Resourges

HTML Ty per-Text Markup Language

Iaas Infrastructure as a Service

IBT Instructor-Based Training

[ESS Integrated Fngineering and Support Services

iOS [nternetwork Operating System

TRMB Infornution Resources Management Division
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ISA Interconneetion Security Agreements

[SO International Standards Organizaion

IT Information Technology

ITDS nformation Technology and Development
Serviees

ITIL Information Technology Infrastructure
Library

JSON JavaSeript Objeet Notation

JVM Java Virwal Machine

LAN Local Area Nenwork

MVC Mode! View Controlier

MVP Minimum Viable Product Model View
Presenter

MVVM Model-View-ViewModel

NIST Nationad Instituie of Standards and
lechnology

NLT No Later Than

NTE Notto Exceed

NTIS National Technical Information Service

O&M Operations and Maintenancee

OA Occupational Agreements

OARM Otliee ol Administration and Resources
Managemeni

OCLC Online Computer Library Center

OCR Object Character Recognition

abpcC Other Dircet Cost

OIM Oracle Enterprise Manager

oIG Office of Inspector General

OLS Online Library System

Paa$ Platform as a Service

PBS Public Buildings Service

PCO Procuring Contracting Officer

PHP Persanal Home Pages

M Program Manager

PMBOK Project Management Body ot Knowledyge

PMI Project Management [nstitute

PMM Project Management Methodoloey

PMO Program Managemem Office

ro Product Owper

POA&M Plan of Action & Milestone

POP Pertod of Performance

Pws Perlormance Work Statement

QA Qualitn: Assurance

QmMP Quality Management Plan

OMS Quality Management Svstem
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RBAC
REST
RFQ
ROB
RWA
Saas
SAFe
SAN
SDLC
sSDLC
SLA
SME
SOAP
SO
s0p
SOW
SQL
ST&F
T&M/LH
TDD
TNS
TO
TOA
TOCOR

TORFQ
TWG
UAT
L'SDS
LIX
VDI
WAN
WS
WCAG
wip
WSUS
XML

cCOoOnNTCECH

i
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Role Based Access Controls
Representational State Transler
Request for Quote

Regional Office Building
Reimbursable Work Authorizations
Soltware-as-a-Service

Scaled Agile Framework

Storage Area Nehwork

Software Development Liteevele
System Development Life Crele
Serviee Level Agreement

Subject Matter Expert

Siiple Objecet Aceess Protocol
Seeurity Operations Center
Standard Operating Procedures
Statement of Work

Structured Query Language
Seeurity Test and Fvaluations
Time & Materials/abor Hour
Fest-Driven Development
Transparent Network Substrate
Task Order

Task Order Award

Fask Order Contracting Oflicer
Represeintitive

Task Order Reguest for Quote
Technical Working Group

User Aceeptance Testing

Lnited States Department ol State
User Experience

Virtual Desktop Intrasteucture
Wide Arca Network

Work Breakdown Structure

Web Content Accessibility Guidelines
Work-In-Process

Windows Server Updated Services
Extensible Mark of Language
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6. TAB D6 - Sub-¢lement 6: Past Performance

6.1 Reference 1

‘General Services Administration (GSA) Office of the Inspector General (OIG)

Contract number

Contracts: GS-351- 043K 7 Order#: GS-J-10-AD-0044

Contract title - Integrated Bngineering and Support Services ([585)

Paint of Contact FDan Chow
(207 236-2172

s lanchow a gsaiggov

Contraci Type i T&N

i
Company PComech BLC
Contract Value CS4.213.723.33

Period of Performance Q30 -929 |4

Deseription of Services Provided:

Londer the General Service Administration™s (GS.A) Oftice of the [nspector General (O1G)
Network Engineer Support Contract. Comteceh provides administration. aperations, maintenance.
network seeurity . and teehnical engineering and analysis support for O1G™s network which hosts
the OIG Messaging and Email Systen. Comuech performs work in three major arcas: (1)
Internet Intranet Applications Support. (2) O Messaging System Support. and (3) Lnterprise
Novell Network Operating Sy stems Operations and Integration Support. Support tasks include:
application development, Lotus Noles & Domino support. help desk. technical engineering. and
tratning. The services provided align with the SOW seope areis ol

+ Application Administration and Web Support

= Computer Sysiem Supporl

» Consolidated Imail. Lotus Notes. and Domine Support

»  Grapbics Design and Multimedia Support

+ raining Supporl

= Online Library System Support tO1.81 - See Oracle and ColdFusion platlorm expericnce

under Application Administration and Web Support.

Application Administration and Web Support: Comiech provided [(b)(4) J
(b)(4)

------- AR RS ) T TR AT LY A e

support the O1G business processes. We gathered requirements and reviewed. produced. and

> . R e : ‘ L
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(b)4)

6.2 Reference 2
“General Scrvices Administration (GSA) Public Buildings Service (PBS) ITDS BPA

Contract number L GS-00P-13-CY-A-0010°GS-P-00 1 3-CY-3033
Contract title Cldectronic Document  Management  System (EDMS)
Plattorm Suppont

{80 e dhasedontire o LhEiE vt e panie 0 S BPWCCT B0 e Feste foant o Fen o oner et ot this serenpaniat! Fave 73
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4
Point of Contact P Revin "N alley
(202) 208-6121

L kevinomalley ¢ gsa.gov
Contract Type CFEP
Company s Comteeh 11O

[ r. - —
Contract Value F 83507 25760
Period of Performance P7 12013 -6/30 2017

Description of Services Provided:

The EDNMS is o PBS-wide enterprise system that serves as the ofticial repository for PBS files
and decuments. The EDMS includes a variety of custom document tvpes. user groups. and other
types of customization 1o meet PBS requirements. Support tasks include: system design,
mstallation, user intertace design, configuration. customization. testing. implementaton, backap.
maintenance. replication, system administration. end user support. and all other activities
associated with the administration of enterprise document management and worklow solutions.
The services provided align with the SOW scope areas of:
o Application Administration and Web Support - See the Tollowing sections:
Design Process: Database Development:
Applhication Des clopment and Administration:
Testing:
Apphications O&M:
Agile Services:
Data Manugement Services:
Quality Requirements
»  {omputer Sysiem Support
« Graphics Design and Multimedia Support
o [raining Support

Design Process: Design requirements were obtained and delis ered ex part ofan Agile
melhodology implemented by the team o improve adherence to best practices. [(b)4)

(b)4)
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| functionality ol the intended design and to elicit further input.

(b)(4)
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ensure contract compliance and maintain o program that focuses on transparency., value
managenient, and continuous improvement.

(b)(4)

6.3 Reference 3

FOS-00P-13-CY-A-D010GS-P-00-1 3-C Y -3043

Contract number

Contract title PGSA T PBS Region 2 Application Development.
 Operational Support. and Ancillars Services Task Order
Point of Contact Yuk Wong-Chiu

2122044384

sukowong-chirg gsa.gos

Contract Type 1P

Company Comtech LU

Contract Value S8R0y A0

Period of Performance T2XN3-T7 2118

Description of Services Provided:

This project is through our GSA BPA and is Tor Region 2 Application Development. Operational
Support. and Ancillary Services under our GSA TTDS BPAL The Northeast and Caribbean
Region (Region 2) ot the PBS numages Federal space and provides real estate solutions 1o
government ggencies located in New York, Northern New Jersey. Puerto Rico, and the US

. ¥ . 1 . : ; L} .
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Virgin [slands. Under this TO. we provide specialized tacilities management systems support.
apphcation design, development, deplos ment. maintenance. raining and user support. The
services provided align with the SOW scope areas:
o Applicaton Administration and Web Support - See the following sections:
Design Process
Database Development
Application Development and Administration
Application O&N
Testing
Spectitlized Faciliies Munagement Systems
Agile Serviees
Dats Management Services
Quality Requirenents
«  Computer System Support
»  Graphies Design and Multimedia Support
« Training Supporl

3 T . b, T
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[T applications developed by our weam. We develop work plans und methodology for system
seeurity updates. test plans. test seripls and results. database schema updates. data dictionary
moditications. interface design documentation updates, and design document changes for any
maditications [(b)(4)

(b)4)
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teans to leverage code analy sis processes and addressed all high and eritical lindings betore
deplovment.
(b)(4)

6.4 Quality Awards or Certifications

A commitment to quality is the guiding principle within our organtzaton and establishes the
loundation tor our approach to delivering our tull suite ol capabilities. We have developed our
niethodologies and processes based on the 1T Inlrastructure Library (ITT ) v.3 Framewaork and
the Praject Management Institute’s (PMIY Project Management Body of Knowledge (PABOK),
These are reinforeed through our organizations externally aceredited certifications. which
mctude:

(b)4)
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